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SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS

ITEM

SUPPLIES / SERVICES

0001

VAERS V-Sale Call Center Expanston  Base Services
Period of Perlormance: April 19, 2021 through April 18, 2022
Time and Materials Type Order (ERR ID 20-15-3893)

Severable Services

QTY / ‘ UNIT PRICE EXTENDED

TTNTT DDOIE

Line(s) OF Accounting:
0390GLY 2512 2021 75-2124-0943 C5BE11110]

0002

VAERS V-5afe Call Center Expansion - Backiog
Period of Performance: April 19, 2021 through April 18, 2022
Time and Materials Type Order (ERR 1D 20-15-3893)

Severable Services

Line(s) Of Accounting:
9I90GLY 2512 2021 75-2124-0943 C5BR111101

0003

VAERS V-Safe Call Expansion- Contract Access
Period of Performance: April 19, 2021 through April 18, 2022
Firmn Fixed Price Fee (ERR ID 20-15-3893)

Severable Services

Line(s) Of Accounting:
9390GLY 2512 2021 75-2124-0943 C5B811110]

Total for Contract Line ltem Number 0001:

Total for Contract Line ltem Number (0002:

Tatal for Contract Line ltein Number 0003:
Overall Totul for all Contract Line ltem Numbers:

This is a Time and Materials type task order.

The Contractor shall not exceed the funded amount on this task order. The funded amouut covers the period of
performance from April 19, 2021 through April 18, 2022, Performance beyond April 18, 2022 without written
authorization from the Contracting Officer is at the Contractor’s own risk. The Contractor will be paid only for the
actual services it provides and that are accepted by the Government.

“HHS reserves the right to exercise priorities and allocations authority with respect to this
cortract, to include rating this order in accordance with 45 CFR Part 101, Subpart A—Health
Resources Priorities and Allocations System.”
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STATEMENT OF OBJECTIVES

EXPANSION OF ACTIVE SURVEILLANCE FOR ADVERSE EVENTS AMONG EARLY
RECIPIENTS OF COVID-19 VACCINES FOR THE CENTERS FOR DISEASE
CONTROL AND PREVENTION, NATIONAL CENTER FOR EMERGING AND

ZOONOTIC INFECTIOUS DISEASES

iI. INTRODUCTION

The mission of the Centers for Disease Control and Prevention (CDC) is to save lives and protect people from
health threats and respond to these threats when they arise. CDC works 24/7 to protect America [rom health, safety
and sccurtty threats, both [oreign and in the U.S. Whether discases start at home or abroad. are chronic or acule.
curabie of preventable, human crror or deliberale attack. CDC fights discase and supports communities and
citizens o dothe same. CDC increases the health securily of our nation. As the nation’s health protection agency,
CDC saves lives and protects people from health threats. To accomiplish our mission, CDC conducts critical
science and provides health information that protects our nation against expensive and dangerous health threats,
and responds when these arise.

The Immunization Safety Otfice (ISQO) is vital in ensuring the CDC’s mission of vaccine safety by having sound
itnmnnization policies affecting children and adults in the U.8. depend on continuous monitoring of the safety and
effectiveness of vaccines. CDC uses many strategies to assess vaccine safety, to identity health problems possibly
related to vaccines, and to conduct studies that help deterinine whether a health probtem is caused by a specific
vaccine, CDC also works with other federal governinent agencies and other stakeholders to determine the
appropriate public health response to vaccine safety concerns and to communicate the benefits and risks of
vaccines, The Iminunization Safety Office (ISO} monitors vaccine safety, identifies possible vaccine side effects,
and conducts studies to determine whether health probleins are cansed by a specific vaccine. The Immunization
Safety Office regularly reports on vaccine safety monitoring findings and any concerns to CDC’s Advisory
Committee on Iinmunization Practices (ACIP). This advisory group develops the recommended vaccine schedule
for children and adults in the U.S. ACIP considers the safety and effectiveness of vaccines before inaking
recommendations to the vaccine schedule or changing recommendations for vaccine use.

These missions directly address the current coronavirus disease 19 (COVID-19) pandemic. In Decemnber 2019, the
Severe Acute Respiratory Syndrome coronaviras 2 (SARS-CoV-2) emerged in Wuhan, China. This novel
coronavirus was identified as the cause of COVID-19. SARS-CoV-2 has since spread worldwide rapidly: as of this
writing, almost 103 million cases of COVID-19 and over 2.2 million deaths fromn COVYID-19 have been reported
across the earth (https://coronavirus.jhu.edu/). In the i3 months since SARS-CoV-2 was identified in the United
States, over 26.1 million cases and over 44 §.000 deaths from COVID-19 alone have been reported. COVID-19
represents the most dire pandemic humanity has faced since the 19§8-1919 intluenza pandemic.

Through unprecedented coordination and efforl, two COVID-19 vaccines [rom Plizer-BioNTech and Moderna are
currenlly in use under FDA Emergency Use Authorization (EUA), with another manufacturer (Jannsen) anticipated
to apply for EUA imminently. I is anticipated that up to 3 additional vaccines may be availuble over Uic nex1 6
months in the United States. In addition, all approved vaccines may have expanded recommendations (i.e. children
and teens) As vaccinations increase, public scrutiny and concerns about the safety of these vaccines has accelerated
beyond any projections or anticipation. Post- approval/licensure vaccine safety monitoring to detect potential satety
concerns with COVID-19 vaccines remain paramount and addressing these concerns in a timely manner is key o
reassure the peneral public of the safety of these vaccines.

V-safe, a voluntary smariphone-based health check-in program established to conduct outreach for VAERS for
participants who reporl medically atiended symptoms or heaith conditions. ' V-sale enrollees receive daily health
check-ins for the 7 days following vaccinations., weekly for 6 weeks, and then at 3, 6, and 12 months. The health
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check-in restarts once a second dose is administered. Health check-ins inquire about symptoins or health conditions,
with additional questions about specific local injection site and systetnic reactions in the first week after each dose
of vaccine. Enrolleey are asked whether they missed work, werc unable to do normzal datly activities, and/or receipt
of care from a medical professional due to reported symptaimns or heath conditions. Eurollecs who report a medically
attended symptom or health conditions are contacted by phone from the VAERS call center and a VAERS report is
completed, if appropriate. Non-males are asked to report pregnancy at the time of vaccination upon initial health
check-in or a positive pregnancy test after vaccination at the 3 and 6 week health check-in.

The participalion in v-safe has been robust, exceeding expectations. In the first 45 days, V-safe has enrolled over
2.5 million participants. Becausce of this overwhelming participation, the need 10 increase capacity at the v-safe call
ventter is critical. The purpose of this contract is lo increase capacity in order to conduct telephone outeeach 1o v-sale
participants who reporl a medically attended symptom or health condition during v-safle check-ins.

2. SCOPE

The Statement of Statement of Objectives (SOO) describes the scope of work, objectives, tasks and resonrces
needed to successfully fulfill the CDC’s active surveillance for adverse events among early recipients of COVID-19
vaccines related responsibilities to advance the organization’s mission. Through v-safe, CDC will identify
participants that require telephone outreach. The contractor shall provide call center services to conduct telephone-
based ontreach to v-safe participants in order to facilitate reporting of adverse events to the Vaccine Adverse Event
Reporting Systein (VAERS). The contractor shall provide adequate staffing levels in order to meet the task
requirements.

). TASK OBJECTIVES STATEMENT

The overarching objectives of the support described in the SOO are to:

i Provide additional contractor staff as part of the v-safe call center to conduct telephone-based outreach to
v-safe participants who report a inedically attended syinptom or health condition.

ii. Using developed scripts, determine if a VAERS report should be completed. If deemed
appropriate, complete a VAERS reports by telephone with the v-safc participant.

4, TASK REQUIREMENTS

The Contractor shall complete the following task requirements:

i Provide additional staff to initiate new calls to 7,50( v-safe participants (hereafter referved to as
participant} per week while also conducting follow-up on those for whoin initial outreach was
not successful. Overtime is allowed.

ii.  The additional contractor staff shall address the backlog of calls since the inception of v-safe and
support timely call outreach to the increasing numbess of participants as vaccine distribution
expands in the United States.

1. Receive smartphone nuinbers via secure file transfer daily from v-safe of participants who report
a nedically attended symptom or health condition, including those who are pregnant.

iv.  Contact participants using a “US GOVERNMENT™ nurnber (if possible).

v.  Read a script introducing the purpose for the call, confirming the participani reported a medically attended
symptoin ot health condition in v-safe.

vi. Determine if the participant already submitted a VAERS report and whether they wish to add
additional information. It not completed or more information is required, the contractor shall
ofter to take a VAERS report over the phone and follow established processes for submitting and
editing the VAERS report into the VAERS system. If participants prefer not to complete a
VAERS report over the phone, the confractor will record the reason (i.e.. needs to schedule
another time, wishes to self-report later, refuses to report to VAERS). if the participant wishes to
self-report later, the contractor will provide instructions to the v-safe participant,

vii,  Be responsible for following established procedures for telephone outreach as noted below in the
breakdown of task requirements.
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viii.  Provide reporting as described in the breakdown of task requirements.

ix. Provide ineeting materials and notes, facilitation, and administrative support to conduct meetings on
an ad hac basis. The meetings can be held virtually as an alternative to in-person meetings, with
method for virtual meeting shall be approved by the Contracting Officer.

BREAKDOWN OF THE TASK REQUIREMENTS

1.

Conduct initial contact with participant within 3-5 business days.

d.

If participant does not answer the call and votcemail is available, the contractor will
leave a inessage including call-back infortnation for the call center and available hours.
If participant does not answer the call and voicemail is not available, the contractor
will make at least one nore attempt within 5 business days of the original attemnpt.

If additionai health impacts are received before contact is made with the participant,
the contractor can assess multiple health impacts in a single call and determine whether
to connplete one or more VAERS reports. (An example requiring two reports would be
if the first heallth impact occurred after a first dose and the second health impact was
reporied after a second dose.)

Send data elements captured during tollow-up with v-safe participants to CDC on a weekly basis in
csv tormat via secure file transter {i.e. Epi-X). The cumulative dataset will only include informmation
on participants where the outreach has been completed and the cali center final outcome is successful
or unsuccessful tunable te reach participant), Additional elements can be added on request by CDC,
Data elements include:

e

mESTT T ER S A

m.

-

participant v-safe id

health impact survey id

original vaceine name

vaccine validation

updated vaceine name (if original vaccine name is incorrect)

dose number

days since vaccination

health impact reported date

call center Linal outcome (suceessful, unsuccessful)

successful completion dale

day 1 contact date

day 1 contact outcome (i.e. successful, requested call back, lelt voicemail. could not reach
participant)

day 2 contact date

day 2 contact outcome (i.e. successful, request call back. left voicemail, could not reach
participant)

day X contact date

day X contact outcome (Le. successful. request call back, left voicemail, could not reach
participant)

preferred call back date

preferred call back tiine

current Y AERS report outcome (inulti-select: completed over the phone. partictpant prefers
to complete VAERS report online, does not with to fill out VAERS report, not applicable
{do not need to complete a VAERS report due to accidental reporting or other reason),
reported to VAERS voluntarily prior to contractor contact, reported to Y AERS during
previous contact from contractor, other)

current ¥ AERS report outcoine other specified

current ¥ AERS report number {if completed by call center)

previous YAERS report nummber

participant does not wish to be contacted again by call center (yes, null)

new pregnancey identified during call {yes, null)

possible issucs with report {yes. null)

comments
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3. Provide a weekly progress report via email to CDC {pdf format) that documents current
week and cumulative numbers. Content and format of report may be modified at request
of CDC but the report should describe the followiug at a minimum:

1. Number of health impact events sent to call center for foltow-up
b.  Cull center final outcome status (successful, pending, unsuccessful) of health impact events

sent to call center for follow-up

c.  VAERS report outcome of health impact events sent o call center for follow-up:

Lh o fa T B =

&

7.

Partictpant completed VAERS report over the phone with contractor
Partictpant prefers o complete YAERS report online
Partictpant does not wish (o [ill out VAERS report

Partictpant reported 1o VAERS voluntarily prior 10 contractor comuact

Participant reports t0 YAERS during previous contact from contractor
Not applicable {do not need to complete a VAERS report due to accidental
reporting or other reasons)

Other

4. Notify CDC on any barriers or challenges to meeting the requirements on a weekly basis;
including increased volume ol v-sale participants the call center is required o call daily.

5. ldentify VAERS reports submitted as a result of the contractor’s active outreach by using
Box 26 of the VAERS report form. Enter the term “vsafe™ to identify these reports when
completed during a phone interaction with participant

5. DELIVERABLES

The Contractor shall provide the following deliverable(s) on the due date{s) specified in the chart below;

Deliverable(s)

Frequency

Format/No. of
Copies

Conduct initial contact with the recipient

Documentation of

Within three

Submit to

initial contact to five
business days
Document and track all follow-up contact with participants Continnous

Contracling
Officer’s
Representative

Electronic format

Contracting
Officer’s
Representative

Datasel transmission

Weckly {every 7
days)

Epi-X

Data Manager

Propress report Weekly (every 7 Electronic mail Contracting
days) Officer’s
Representative
Email and/or meetings Weekly {every 7 Electronic mail Contracting
days}) for 1" month, Officer’s
as needed afterward Representative

Identification of VAERS reports using Box 26 ol the VAERS

report form

Continuous

Contracling
Officer’s

Represeuntalive

** AN deliverables listed above shall be submitted in an electronic format (MS Word, MS Excel, Adobe
Acrobat, SAS, or in a PC/IBM compatible format).
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6. TYPE OF ORDER

This is a Time and Materials Type Task Order.

7. PERIOD OF PERFORMANCE

The period of performance for this requirement is April 19, 2021 through April 18, 2022,

8. PLACE OF PERFORMANCE

The place of performance is the Contractor’s facility.

9. RECOGNIZED HOLIDAYS - Sce CDCA_HO037 Observance of Legal Holidays and Administrative
Leave on page 25.

10. GOVERNMENT FURNISHED INFORMATION

The Government will provide the script to be read on all telephone calls with identified numbers of individuals.
11. SECURITY REQUIREMENTS/COMPLIANCE
Standard-1: Procurements Requiring Information Security and/or Physical Access Security

A. Baseline Security Requiremenis

1y Applicability. The requirements herein apply whether the entire contract or order (hereafter “contract™), or
portion thereol, includes cither or both of the following:

a.  Access {Physical or Logical} o Government Information: A Contracior {(and/or any subcontractor)
employee will have or will be given the ability to have, routine physical (entry) or logical (electronic)
access to government information.

b. Operate a Federal Systemm Containing Information: A Contractoer {and/or any subcontractor} employee
will operate a federal system and inlormuation lechnology containing data that supports the HHS
mission. In addition 1o the Federal Acquisition Regulation (FAR) Subpart 2.1 definition of
“information (eechnology™ (IT), the term as used in this section includes computers, ancillary
equipment (including imaging peripherals, input, output, and storage devices necessary for security
and surveillance), peripheral equipment designed to be controlled by the central processing unit of a
computer, software. firmware and similar procedures, services {including support services), and related
resources.

2) Safeguarding Information and Information Systems. In accordance with the Federal Information
Processing Standards Publication (FIPS}199. Standards for Security Categorization of Federal Information
and Information Systems, the Contractor (and/or any subcontractor) shall:

a. Protect govermnent information and inforimation systems in order te ensnre;

» Confidentiality, which means preserving asthorized restrictions on access and disclosure, based
on the security terms found in this contract. including means [or protecting personal privacy and
proprietary information;

® Integrity. which means guarding against improper information modification or destruction, and
ensuring information non-repudiation and authenticity; and

«  Availability, which means ensuring timely and reliable access to and use of information.

b. Provide security for any Contractor systems, and information contained therein, connected to an HHS
network or operated by the Contractor on behali of HHS regardless of Iocation. In addition, it new or
unanticipated threats or hazards are discovered by either the agency or contractor, or if existing
safeguards have ceased to function, the discoverer shall immediately, within ene (1) hour or less,
bring the situation to the aitention of the other party.

¢.  Adopt and implement the policies, procedures, controls, and standards required by the HHS
Intormation Security Program to ensure the confidentiality, integrity, and availability of government
informatton and government inforination systems for which the Contractor is responsible under this
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6)
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contract or to which the Conlractor may otherwise have access under this contract. Obtain the HHS
Information Security Program security requirements, outlined in the HHS Inforination Securify and
Privacy Policy (IS2P), by contacting the CO/COR or emaiting fisma(@hhs.gov.

d.  Comply with the Privacy Act requirements and tailor FAR clauses as needed.

Infoarmation Qacurits Matamae irzatinn  In ancardancs with TTIPE 100 and Watinaal Tnetitata af Qrandardyg

TLEJAPLLLECLLIR SR t!l\JV LIS LN} IJJ' LIZhy BuPudoFy % Lad%d, WF1 APALIu] b Ll ll-)' l\.l.ll LU LILCLEL ¥ ey AL TR e ¥hed IV L dbl) o Pk Wil ll.j
Objective and the Overall Risk Level, which is the highest watermark of the three [actors (Confidentiality,
Integrily. and Availability) of the information or inlormation system are the following:

Conflidentiality: | JLow | x] Mederate| | High
Integrity; { ] Low [ x ] Moderate [ ]| High
Availability: { ] Low [ x ] Moderate [ ] High
Overall Risk Level: { ] Low [ x ] Moderate [ ] High

Based on information provided by the 1SSO. Privacy Office, system/data owner, or other security or
privacy representative, it has heen deteninined that this solicitation/centract involves:
[ ] Na Pl [x]Yes Pl

Complete this section using the information obtained from the Security and Privacy Checkiist in Appendix
A, parts A and B.

Personally Identifiable Information (P11), Per the Office of Management and Budget (OMB) Circular A-
130, “PI1 is information that can be nsed to distinguish or trace an individual's identity. either alone or
when combined with other information that is linked or linkable to a specific individual.” Examples of Pil
include, but are not limited to the following: social security number, date and place of birth, mother*s
maiden name, biometric records, etc.

PIl Confidentiality hnpact Level has been determined to be: [ | Low | x | Moderate | | High

Controlled Unclassified Information (CUI). CUI is detined as “information that taws, regulations, or
Government-wide policies require to have safeguarding or dissemination controls, excluding classitied
information.” The Contractor (and/or any subcontractor) must comply with Executive Order 13556,
Controlled Unclassified Information, {implemented ar 32 CFR, part 2002) when handling CUI. 32 C.F.R.
2002 4{aa) As tmplemented the term “handling " refers to .. .any use of CUI, including but not limited to
marking, safeguarding, transporting, disseminating, re-using, and disposing of the inforination.” 81 Fed.
Rep. 63323, All sensitive information that has been identified as CUI by a regulation or statute, handled
by this solicitation/contract, shall be:
marked appropriately.
disclosed to authorized personnel on a Need-To-Know hasis;
protected in accordance with NIST 8P 800-33, Securitv and Privacy Contrals for Federal Information
Svstepis and Qrganizations applicable baseline if handled by a Contractor systein eperated on behalf of
the agency, or NIST 8P 800-171. Protecting Controlled Unclassified Information in Nonfederal
Infarmation Systems and Organizations if handled hy internal Contractor system: and
d. returned to HHS control, destroyed when ne longer necded, or held vntil otherwise directed.
Destruction ol information and/or data shall be accomplished in accordance with NIST SP 800-88,
Guidelines for Media Sanitization.
Protectioo of Sensitive Information. For sccurity purposes. information is or may be sensitive because 1l
requires securily to protect its conflidentiality. integrily. and/or avatlability. The Contractor (and/or aoy
subcontractor) shall protect all government information that is or may be sensitive io accordance with OMB
Memorandum M-06- 16, Protection of Sensitive Agency Information by securing it with a FIPS 140-2
validated solution.
Confidentiality and Nondisclosure of Information. Any information provided to the contractor {and/or
any subcontractor) by HHS or coliected by the contractor on behalt of HHS shalt be used cnly for the
purpose of carrying out the provisions of this contract and shall not be disclosed or made known in any
manner to any persons except as may be necessary in the performance of the contract. The Contractor
assuimes responsibility for protection of the confidentiality of Governiment records and shall ensure that all

TR
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work performed by its employees and subcontractors shall be under the supervision of the Contractor.
Each Contractor employee or any of its subcontractors to whom any HHS records may be made available
or disclosed shall be notified in writing by the Contractor that information disclosed to such employee or
subcontractor can be used only for that purpose and to the extent authorized herein.

The contidentiality, integrity, and availability of such information shall be protected in accordance with
HHS and {CDC/ policies. Unauthorized disclosure of information will be subject to the HHS/{ CDCY
sanction policies and/or poverned by the following laws and regulations:

a. 18 U.5.C. 641 (Criminai Code: Public Money, Property or Records);

b. 18 U.8.C. 1905 (Criminal Code: Disclosure of Confidential Information); and

¢. 44 U.8.C. Chapter 35, Subchapter 1 {Paperwork Reduction Act).

%) Internet Protocol Version 6 (IPv6). All procurements using Internet Protocol shall comply with OMB
Memorandum M-03-22, Transition Planning for Interner Protocol Version 6 (IPVv6). .

9)  Government Websites. All new and existing public-facing government websites must be securely
configured with Hypertext Transfer Protocol Secure {HTTPS) using the inost recent version of Transport
Layer Secnrity {TLS). In addition, HTTPS shall enable HTTP Strict Transport Security (HSTS) to instruct
compliant browsers to assume HTTPS at all times to reduce the number of insecure redirects and protect
against attacks that attempt to downgrade connections to plain HTTP. For internal-facing websites. the
HTTPS is not required, but i is highly recommended.

10} Contract Documentation. The Contractor shall use provided templates, policies, forns and other agency
documents to comply with contract deliverables as appropriate.

11) Standard for Eneryption. The Contractor (and/or any subcontractor) shail:

a. Comply with the HHS Standard for Encryption of Computing Devices and Information 1o prevent
unauthorized access to government information.

b. Encrypt all sensitive [cderal data and information (i.e., PIL protected health information [PHI].
proprictary information. clc.} in transit (i.e., email, network connections, etc.) and at rest {i.e., servers,
storage devices, mobile devices, backup media. etc.) with FIPS 140-2 validated encryption solution.

c. Secure all devices (i.e.: desktops, laptops, mobile devices, etc.) that store and process government
mformation and ensure devices meet HHS and CDC-specific encryption standard requirements.
Maintain a comiplete and current inventory of all laptop comiputers, desktop computers, and other
mobile devices and portable media that store or process sensitive government information (including
PIL.

d. Verify that the encryption solutions in use have heen walidatad ynder the Cryptographic Module
Validation Program to confirm compliance witt The Contractor shall provide a writien
copy of the validation documentation to the CG. ..

e. Use the Key Management system on the HHS personal identification verification {PIV) card or
establish and use a key recovery mechanisin to ensure the ability for authorized personnel to
encrypt/decrypt information and recover encryption keys. Encryption keys shall be provided to CDC
Office of Chief Information Security Officer (OCISO3.

12} Contractor Non-Disclosure Agreement (NDA). Each Contractor (and/or any subcontractor) employvee
having access to non-public government information under this conlract shall coinplete the CDC non-
disclosure agreemnent, as applicable. A copy of each signed and witnessed NDA shall be submitted to the
Contracting Officer (CO} and/or CO Representative (COR} prior to performing any work under this
acquisition.

13} Privacy Threshold Analysis (PTA)/Privacy Impact Assessment (PIA) — The Contractor shall assist the

CDC Senior Official for Privacy (SOP) or designee with conducting a PTA for the information system
and/or information bandled under this contract in accordance with HHS policy and OMB M-03-22,
Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002,

a. The Contractor shall assist the CDC SOP or designee in reviewing the PIA at least every Lhree years
throughout the sysiem development lifecycle (SDLC)/informalion lilecycle. or when determined by the
CDC SOP that a review is required based on a major change 1o the systen: (c.g., new uses of
information collected, changes Lo the way information is shared or disclosed and for what purpose, or
when new types ol PII are collecied that could introduce new or increased privacy risks), whichever
comes [irst.

B. Training
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1) Mandatory Training for All Contractor Staff. All Contractor {and/or any subconlractor) employees
assigned to work on this contract shall complete the applicable HHS/CDC Coulractor [nformation Security
Awareness, Privacy, and Records Management training (provided upon contract award) before pertorming
any work under this contract. Thereafter, the employees shall complete CDC Security Awareness Training
{SAT}, Privacy, and Records Management training at least annually, during the life of this contract. All
provided training shall be compliang with HHS training policies.

2) Role-based Training. All Contractor (and/or any subcontractor) employees with significant security
respensibilities (as determined hy the program manager) must complete role-hased training (RBT) within
60 days of assuming their new responsibilitics. Thercalter, they shall complete RBT al least annually in
accordance with HHS policy and the HHS Role-Based Training (RBT) of Personnel with Significant
Security Responsibilities Memorandum.

All HHS employees and contractors with SSR who have rot completed the required training within the
mandated timeframes shall bave their user accounts disabled until they have mel their RBT requirement.
Training Records. The Contractor (and/or any subcontractor) shall maintain training records (or all its
employees working vnder this contract in accordance with HHS policy. A copy of the training records
shall be provided to the CO and/or COR within 30 days after contract award and ennually thereafter or
upon request.
C. Rules of Behavior

1) The Contractor (and/or any subcontractor) shall ensure that all employees performing on the contract
comply with the HHS Information Technology General Rules of Behavior.

2y All Coatractor employees performing on the contract must read and adhere Lo the Rules of Behavior before
accessing Department data or other informaltion, systems, and/or nelworks that store/process government
information. initially at the beginning of the contract and al least arnually thereafier, which may be done as
part of annual CDOC Security Awareness Training. If the training is provided by the centractor, the signed
ROB musl be provided as a separate deliverable (o the CO and/or COR per defined timelines above.

D. Incident Response

FISMA defines an incident as “‘an occurrence that (1) actvally or imminently jeopardizes, without lawtul authority.
the integrity. confidentiality, or availability of information or an information system: or (2) constitutes a viclation or
imminent threat of violation of law, security policies, security procedures, or acceptable use policies. The HHS
Policy for IT Security and Privacy Incident Reporting and Response further defines incidents as events invelving
cybersecurily and privacy threats, such as viruses, malicious user activity. loss of, unauthorized disclosure or
destruction of data, and so on.

A privacy breach is a type of incident and is defined by Federal Information Security Modernization Act (FISMA)
as the loss of control, compromise, unauthorized disclosure, unauthorized acquisition. or any similar occurrence
where (1} a person other than an authorized user accesses or potentially accesses personally identifiable information
or (2} an authorized user accesses or potentially accesses personally identifiable information for an other than
authorized purpose.
OMB Memoranduin M-17-12, “Preparing for and Responding to a Breach of Personally [dentitiable [nformation™
(03 January 2017} states:

Definition of an Incident:

An occurrence that () actually or imminently jeopardizes, without lawful authority, the integrity,
confidentiality. or availability of information or an information svstem; or (2} constitutes o vieldtion or
imminent threat of violation of law, security policies, securitv procedures, or acceptable use policies.

Definition of a Breach:

The loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or any similar
vecurrence where (1) a person other than an authorized user decesses or potentiafly accesses personalfy
identifiable information or (2) an authorized user accesses or potenticlly accesses personally identifiable

information for an other than authorized purpose.

It further adds:



47QTCKI8D0O003 75D30121F10933
Page 13 of 30

A breach is not limited to an occurrence where a person other than an authorized user potentially accesses
PIl by means of a network intrusion, a targeted attack that exploits website vulnerabilities, or an attack
executed through an email message or attachment. A hreach may also inclnde the loss or theft of physical
documents that include PII and portable electronic storage media that store PI1, the inadvertent disclosure
of P11 on a public website, or an oral disclosure of PII to a person who is not authorized to receive that
information. [t may also include an authorized user accessing P1I for an other than authorized purpose.

The HHS Policy for IT Security and Privacy Incident Reporting and Response further defines a breach as “a
suspected or confirmed incident involving PII™.

Contracts with entities that collect, maintain, use, or operate Federal information or information systems on behalf of
CDC shall include the fellowing requireinents:

1) The contractor shall cooperate with and exchange information with CDC officials, as deemed necessary by
the CDC Breach Response Team, to report and manage a suspected or confirmed breach.

2)  All contractors and subcontractors shall properly encrypt Pl in accordance with OMB Circular A-130 and
other applicable policies, including CDC-specific policies, and comply with HHS-specific policies for
protecting PII. To this end, all contractors and subcontractors shall protect all sensitive information,
including any PII created, stored, or transmitted in the performance of this contract so as to avoid a
secondary sensitive information incident with FIPS 140-2 validated encryption.

3) Al contractors and subcontractors shall participate in regular training on how to identify and report a
breach.

4y All contractors and subcontractors shall report a suspected or confirmed breach in any medium as soon as
possible and no later than | hour of discovery, consistent with applicable CDC IT acquisitions guidance,
HHS/CDC and incident management policy, and United States Computer Emergency Readiness Team
(US-CERT} notification guidelines. To this end, the Contractor {and/or any subcontractor) shall respond to
all alerts/Indicators of Comproinise (I0OCs) provided by HHS Computer Sccurity Incident Response Cenler
(CSIRC) or CDC Computer Incident Response Team (CSIRT) within 24 hours via enail at csirt@cde.gov
or telephone at 866-655-2245, whether the response is positive or negative.

5)  All contractors and subcontractors shall be able to determine what Federal intormation was or could have
been accessed and by whom, construct a timeline of user activity, determine methods and techniques used
to access Federal information, and identify the initial attack vector.

6)  All contractors and subcontractors shall allow for an inspection, investigation, forensic analysis, und any
other action necessary Lo ensure compliance with HHS/CDC Policy and the HHS/CDC Breach Response
Plan and to assist with responding to a breach.

71 Cloud service providers shall use guidance provided in the FedRAMP Incident Communications
Procedures when deciding when to report directly to US-CERT first or notify CDC first.

&) Identity roles and responsibilities, in accordance with HHS/CDC Breach Response Policy and the
HHS/CDC Breach Response Plan. To this end, the Contractor shall NOT netity atfected individuals unless
and until so instructed by the Contracting Officer or designated representative. If so instructed by the
Contracting Officer or representative, all notifications must be pre-approved by the appropriate CDC
officials, consistent with HHS/CD{C Breach Response Plan, and the Contractor shall then send CDC-
approved notifications to affected individuals; and,

9 Acknowledge that CDC will not interpret report of a breach, by itselt, as eonclusive evidence that the
contractor or its subcontractor failed to provide adequate safeguards for PII.

E.  Position Sensitiviiy Designations

All Contractor {(and/or any subcontractor employees must obtain a background investigation commensurate
with their position sensitivity designation that complies with Parts 1400 and 731 of Title 3, Code of
Federal Regulations (CFR).

The requiring activity representative, [ coniuncting with Poveannal Soruvite shalf use the OPM Position
Sensitivity Designation antomated taol to deternine the sensitivity
designation for background IMVesSHRat ... .. ey svan e s, ctiude all applicable
position sensitivity designations.

F. Homeland Security Presidential Directive (HSPD)-12

The Contractor (and/or any subcontractor) and its employees shall comply with Homeland Security Presidential
Directive (HSPD)-12, Policy for a Common [dentification Standard for Federal Employees and Contractors; OMB
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M-05-24; FIPS 201, Personal Identity Verification (PIV) of Federal Emplovees and Comtraciors, HHS HSPD-12
policy: and Executive Order 13467, Parr 1 §1.2.

| Feuw aidilitiomnf information, see HSPD-12 policy a —|

Roster. The Contractor {and/or any subcontractor) shall submit a roster by name, position, e-mail address, phone
number and responsibility of all stafl working under this acquisition where the Contraclor witl develop, have the
ability to access, or host and/or maintain a government information systemf(s). The roster shall be submitted to the
COR and/or CO by the effective date of this contract. Any revisions to the roster as a result of staffing changes shall
be submitted immediately upon change. The COR will notify the Contractor of the appropriate level of
investigation required for each staif member.

[f the employee is filling a new position. the Contractor shall provide a position description and the Government will
determine the appropriate suitability level.

G. Contract Initiation and Expiration

1)  General Seeurity Reguirements. The Contractor (and/or any subcontractor) shall comply with
information securily and privacy requirements. Enterprise Performance Life Cycle (EPLC) processes, HHS
Enterprise Archileclure requirements to ensure information is appropriately protected from initiation to
expiration of the contract. All information systems development or enhancement tasks supported by the
contractor shall follow the HHS EPLC framework and methodology and in accordance with the HHS
Contract Closeout Guide {2012).

HHS EA requirements m
CDC EPC Requirements

2}  System Documentation, Contractors (and/or any subcontractors) must follow and adhere 1o NIST SP 8G0-
64. Securitv Considerations in the System Development Life Cycle. al a minimum, lor system development
and provide syslem documentation at designated inlervals (specifically. at the expiration of the contract)
within the EPLC that require artifact review and approval.

3) Sanitization of Government Files and Information. As part of contract closcoul and at expiration of the
contract, the Contractor (and/or any subcontractor) shall provide all required docuinentation to the CO
and/or COR to certify that, at the government’s direction, all electronic and paper records are appropriately
disposed of and all devices and media are sanitized in accordance with NIST 5P 804-88. Guidelines for
Media Sanitization.

4) Notification. The Contractor {and/or any subcontractor) shall notify the CO and/or COR and system 1SS0
before an employee stops working under this conlract.

5} Contractor Responsibilities Upon Physical Completion of the Contract. The contractor {and/or any
subcontractors) shall return all government information and IT resources (i.e., government information in
non-government-owned systems, media, and backup systems) acquired during the term of this contract to
the CO and/or COR. Additionally, the Contractor shall provide a certification that all government
information has been properly sanitized and purged from Contractor-owned systems, including backup
systems and media used during contract performance, in accordance with HHS and/or CDC policies.

6) Thc Contractor (and}for ar., PR USRI RS N PP | IRPUSV LS, R SRy Sy I (. [N OV QU I S S CDC
Out-Processing Checklist when
an eMployee teIMINATES W ... ool it ciieicec e« ees e m et rmemasas ceerns ©m amareme - e am an eame OO

and/or COR upon request.
H. Records Management and Retention

The Contractor (and/or any subcontractor) shall maintain all information in accordance with Executive Ogder
13556 -- Controlled Unclassified Information, National Archives and Records Administration (NARA)
records retention poelicies and schedules and HHS policies and shall not dispose of any records unless
authorized by HHS.

In the event that a contractor (and/or any subcontractor) accidentally disposes of or destroys a record without
proper authorization, it shall be documented and reported as an incident in accordance with HHS policies.
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Standard-2: Requirements for Procurements Involving Privacy Act Records

Appropriate security controls and Rules of Behavior should be incorporated to protect the confidentiality of
information, proprietary, sensitive, and Personally ldentifiable Information (PII) the Contractor inay come in contact
with during the performance of this contract.

CDC100_6001 Autodialing Agency Requirement

Independently, and not as an agent of the Government, the Contractor shall fumish the necessary services,
persanned, materials. equipment. and lacilities. not otherwise provided by the Government, as needed to perform this
contract.

Notwithstanding the preceding senlence, the contractor shall be an agent of the Govermment for purposes of placing.
in accordunce with section C ol the SOO/staiement of work of this Contract, autodialed, prerceorded, or artificial
voice calls, or calls made with equipment capable of making autodialed calls. “Calls™ includes text messaging. The
Government and the Contractor mutually consent to the creation of such agency. and the Government delegates to
the Contractor its prerogative to make such calls. Failure to follow the Government’s tnstructions in or under this
Contract, or activity outside the scope of the agency hereby created, may deprive the Contractor of any immunities
conferred by such agency.

(End of clause)
CDCA_HU05 Data Subject to Privacy Act Requirements (Jul 2017)

(a) Notification is hereby given that the Contractor and its employees are subject 1o criminal penalties for violation
of the Privacy Act to the same extent as employees of the Government. The Contractor shall assure that each of its
employees knows the prescribed rules of conduct and that each is aware that ke or she can be subjected to crimninal
penalty for violation of the Act.

(b} In accordance with HHSAR Clause 352.224-70. Privacy Act. which has been incorporated into this contract,
certain data provided to the Contractor under this contract shall be treated confidentially. The type(s) of data subject
tar this clause are as follows: Personally ldentifiable Intormation {PH).

(c) Following are the reqnirements for handling this data and the disposition to be made of this data upon completion
ot contract performance: All contractors and subcontractors shall properly encrypt PII in accordance with OMB
Circular A-130 and other applicable policies, including CDC-specific policies, and comply with HHS-specitic
policies for protecting PIL. To this end. all contractors and subcontractors shall protect all sensitive information,
including any PII created. slored, or transmitied in the perfonmance of this contract so as Lo avoid a secondary
sensitive information incident with FIPS 140-2 validated encryption.

(d} The Contracting OfTicer’s Representative {COR) is hereby designated as the official who is responsible for
monitoring contractor compliance with the Privacy Act.

(End of clause)
CDCA_HO042 Records Management Obligations {(Jun 2020}
A. Applicability

The following applies to all Contractors whose employees create, work with, or otherwise handle Federal records, as
defined in Section B, regardless of the inedium in which the record exists.

B. Definitions

“Federal record” as defined in 44 [J.5.C. § 3301, includes all recorded information, regardless of form or
characteristics, made or received by a Federal agency under Federal law or in eonnection with the transaction of
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public business and preserved or appropriate for preservation by that agency or its legitimate successor as evidence
of the organization, functions, policies, decisions, procedures, operations, or other activities of the United States
Government or hecause of the inforntional value of data in them.

The term Federal record:

1. includes Centers for Disease Control and Prevention {CDC) records.

2. does not include personal materials.

L

. applics 1o records crealed. received. or maintained by Contractors pursuant o their CDC contract.
4. may include deliverables and documentation associated with deliverables.
C. Requirements

1. Contractor shall comply with all applicable records management laws and regulations, as well as National
Archives and Records Administration (NARA) records policies, including but not limited to the Federal Records
Act (44 U.S5.C. chs. 21, 29, 31, 33), NARA regulations at 36 CFR Chapter XII Subchapter B, and those policies
associated with the safeguarding of records covered by the Privacy Actof 1974 (5 U.5.C. 552a). These policies
incinde the preservaticn of all records, regardless of forin or characteristics, inode of transmission, or state of
completion,

2. In accordance with 36 CFR 1222.32, all data created for Govermmnent use and delivered to, or falling under the
legal control of, the Governinent are Federal records subject to the provisions of 44 U.S.C. chapters 21, 29, 31, and
33, the Freedont of Information Act (FOTLA) (5 U.S.C. 552), as amended, and the Privacy Act of 1974 (5 U.S.C.
532a). as amended and 1nust be managed and scheduled for disposition only as permitted by statute or regulation.

3. In accordance with 36 CFR 122232, Contractor shall inaintain all records created for Government use or created
in the course of performing the contract and/or delivered to, or under the legal cantrol of the Government and must
be managed in accordance with Federal law. Electronic records and associated metadata inust be accompanied by
sufficient technical documentation to permit understanding and unse of the records and data.

4. CDC and its contractors are responsible for preventing the alienation or unauthorized destruction of records.
including all forms of inutilation. Records may not be removed from the legal custody of CDC or destroyed except
for in accordance with the provisions of the agency records schedules and with the written concurrence of the Head
of the Contracting Activity. Willful and unlawful destruction, damage or alienation of Federal records is subject to
the [ines and penalties imposed by 18 U.5.C. 2701. In the event of any unlaw(ul or accidental removal, defacing.
alteration. or destruction of records, Contractnr must report to the Contracting Officer and the Contracting Officer’s
Representative. The agency must report promptly 10 NARA in accordance with 36 CFR 1230,

5. The Contractor shall immediately notify the appropriate Contracting Officer upon discovery of any inadvertent or
unauthorized disclosures of information, data. documentary materials, records or equipment. Disclosure of non-
public information is limited to authorzed personnel with a need-to-know as described in the contract. The
Contractor shall ensure that the appropriate personnel, administrative, technical. and physical safeguards are
established to ensure the security and confidentiality of this information, data, documentary material, records and/or
equipment is properly protected. The Contractor shall not remove material from Government facilities or systems, or
facilities or systems operated or maintained on the Government's behalf, without the express written permission of
the Head of the Contracting Activity. When information, data, documentary matertal, records and/or equipment is no
longer required. it shall be returned to CDC control or the Centractor must hold it until otherwise directed. lieins
returned to the Government shall be hand carried, nailed, emailed, or securely electronically transmitted to the
Contracting Officer or address prescribed in the contract. Destruction of records is EXPRESSLY PROHIBITED
unless in accordance with Paragraph (4).

6. The Contractor is required to obtain the Contracting Officer's appreval prior to engaging in any contractual
relationship (sub-contractor) in support of this contract requiring the disclosure of information, docuinentary
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material and/or records generated under, or relating to, contracts. The Contractor {and any sub-contractor) is
required to abide by Government and CDC guidance for protecting sensitive, proprietary information, classifted, and
controlled unclassified information.

7. The Contractor shall only use Government IT equipnient for pnrposes specifically tied to or anthorized by the
contract and in accordance with CDC policy.

8. The Contractor shall not create or maintain any records containing any non-pablic CDC information that are not
specilically tied Lo or authorized by the contract.

Q. The Contracior shall not relain, use. scll, or disseminate coptes of any deliverable that conlains information
covered by the Privacy Act of 1974 or that which is gencrally protected from public disclosure by an exemption Lo
the Freedom ol Information Act.

10. Training. All Contractor employees assigned to this contract who create, work with. or otherwise handle records
are required to take CDC-provided records management training. The Contractor is responsible for contirnting
training has been completed according to agency policies, including initial training and any annual or refresher
training.

D. Flowdown of requirements 1o subcontractors

1. The Contractor shall incorporate the entire substance of the terms and conditions herein, including this paragraph,
in all subcontracts under this contract, and must require written subcontractor acknowledgment of same.

2. Violation by a subcontractor of any provision set forth herein will be attributed to the Contractor.

(End of clause)
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CDC0_H049 Non-Disclosure Agreement for Contractor and Contractor Employees (Jun 2020)

(a)

(b}

(c)

(d)

(e)

(0

The contractor and contractor employees shall prepare and submit Non-Disclosure Agreements (NDA} to the
Contracting Officer prior to access of government infonnation or the commencement of work at CDC.

The NDAs, at Exhibit [ and 11, are required in service contracts where contractor’s employees will have access
to non-public and procurement-sensitive information while performing functiens in support of the Government.
The NDA also requires contractor’s employees properly identify themselves as employees of a contractor when
communicating or interacting with CDC employees, employees ol other governmental entities, and members of
the public (when communication or interaction relates to the contractor’s work with the CDC). The Federal
Acquisition Regulation {(FAR) 37.114 (), states “All contractor personnel attending meetings, answering
Government telephones. and working in other siluations where their contractor status is not obvious to third
parties are required Lo identify themselves as such 1o avoid creating an impression in the minds of members of
the public or Congress that they are Government officials, unless, in the judgment of the agency. no harm can
come from failing to identify themselves. They must also ensure that all doecunents or reports produced by
contractors are suitably marked as contractor products or that coniractor participation is appropriately
disclosed.™

The contractor shall inforin contractor employees ot the identification requirements by which they must abide
and monitor employee compliance with the identification requirements.

During the contract perforimance period, the contractor is responsible to ensure that all additional or replacemeant
contractors’ employees sign an NDA and it is submitted to the Contracting Oftficer prior to commencement of
their work with the CDC.

Contractor employees in designated positions or functions that have not signed the appropriate NDA shall not
have access to any non-public, procurement sensitive information or participate in government nieetings where
sensitive information may be discussed.

The Contractor shall prepare and maintain a current list of employees working under NDAs and submil o the
Contracting Officer upon request during the contract period of performance. The list should at a minimum
include: contract munber, employee’s name, positinn, date of hire and NDA requirement.
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EXHIBIT 1
Centers for Disease Control and Prevention {CDC)
Contractor Non-Disclosure Agreement

L. Non-public Information

[Name of contracter] understands that in order to fulfill the responsibilities pursuant to [contract name and
number] between the Centers for Disease Contrel and Prevention and [Name of CDC contractor] dated [date],
cemployces of [contractor] will have access 10 non-public information, including confidential and privileged
information contained in government-owned information technology systems. For purposes of this agreement,
confidential information means government information that is not or will not be generally available to the public.
Privileged information means information which cunnot be disclosed without the prior writlen consenl of the CDC.

In order to properly safeguard non-public information, [contractor] agrees to ensure thal prios to being granted
access to government information or the commencement ot work for the CDC, whichever is applicable, all
contractor employees will sign a Non-Disclesure Agreement (NDA) provided by the CDC prior to beginning work
for the CDC. Coniractor agrees to submit to the Contracting Officer the original signed copies of NDAs signed by
the confractor’s employees in accordance with the instructions provided by the Contracting Officer. Failure to
provide signed NDAs in accordance with this agreement and instructions provided by the Contracting Officer could
delay or prevent the employee from commencing or continuing work at the CDC until such agreement is signed and
returned to the Contracting Officer.

Contractor fnrther agrees that it will not cause or encourage any employee to disclose, publish, divulge, release, or
inake known in any manner or to any extent, to any individual other than an authorized Government employee any
non-public information that the employee may obtain in connection with the performance of the emnployee’s
responsibilities to the CDC.

I1. Procorement-Sensitive Information

Contractor further agrees that it will not cause or encourage any employee to disclose., publish. divalge, release. or
make known in any manner or to any extent, to any individnal, other than an anthorized Government employee. any
procurement-sensitive information gained while in connection with fulfilling the emiployee’s responsihilities at the
CDC. For purposes of this agreement, procurement-sensitive information includes, but is not limited to, ail
information in Staternents of Waork (SOW), Procurement Requests (PR). and Regnests for Proposal (RFP);
Responses to RFPs, including proposals, questions from potential offerors; non-public information regarding
procurements; all documents, conversations, discussions, data, correspondence, electronic mail (e-mail),
preseatations, or any other written or verhal communications relating to, concerning, or affecting proposed or
pending solicilations or awards: procurement data; contract informalion plans; strategies: source sclection
information and documentation; offerors” identities; technical and cost data; the identily of government personnel
involved in the solicitation; the schedule of key lechnical and procurement events in the award determination
process; and any other information thal may provide an unfair competitive advantage (o a confraclor or potenlial
contractor il improperly disclosed to them. or any of their cmployees.

Contractor understands and agrees that employee access to any procuremeni-sensitive information may create a
conflict of interest which will preclede contractor from becoming a competitor for any acquisition{s} resubting from
this information. Therefore, if an employee participates in any discussions relating to procurement-sensitive
infonmation, assists in developing any procurement-sensitive infonnation, or otherwise obtains any procurement-
sensitive information while performing duties at the CDC, coniractor understands and agrees that contractor may be
excluded from competing for any acquisition(s) resulting from this informatios.

11I. Identification of Non-Government Employees
Contractor understands that its employees are not agents of the Government. Therefore, unless otherwise directed in

writing by the CDC, contractor agrees to assist and monitor employee compliance with the following identification
procedures:
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A, At the beginning of interactions with CDC employees, employees of other governmental entities,
and members of the public {when such communication or interaction relates to the contracior’s
work with the CDC), contractors’ cmployecs will identify themselves as an employee of a
contractor.

B. Contractors’ emnployces will include the following disclosnres in all written communications,
including outgoing electronic mail {c-mail) messages, in connection with contractual duties to the

CDC:

Employee's name

Name of contractor

Center or office affiliation

Centers for Disease Control and Prevention

C. At the beginning of telephone conversations or conference calls, contractors™ employces will
identify themselves as an employee of a contractor.

D. Contractors’ employees should not wear any CDC logo on clothing, except for a CDC issued
security badge while carrying out work for CIDC or on CDC premises. The only other exception is
when a CDC management official has granted permission to use the CDC logo.

E. Contractors’ employees will program CDC voice mail message to identify themselves as an
employee of a contractor.

I nnderstand that federal laws including, 18 U.S5.C. 641 and 18 U.8.C. 2071, provide criminal penalties for, ainong
other things, nnlawfnlly removing, destroying or converting to personal use, or nse of another, any public records.

Contractor acknowledges that conlractor has read and fully nnderstands this agreement.

Name of contractor:

Signatnre of Anthorized Representative of Contractor:

Date:

Copies retained by: Contracting Officer and contractor



47QTCKIED0O003 75D30121F10933
Page 2] of 30

EXHIBIT II

Centers for Disease Contrel and Prevention (CDC)
Contractors’ Employee Non-Disclosnre Agreeinent

I. Non-Public Information

I nnderstand that in order to fultill my responsibilities as an employee of [Name of CDC contractor], 1 will have
access (o non-public information, including confidential and privileged information contzined in government-owned
information lechnology systems. For purposes of this agreement, confidential information means government
information that is not or will not be generally available 1o the public. Privileged information means information
which cannot be disclosed without the prior writien consent of the CDC.

I, [Namne of Employee], agree (o use non-public information only in perlormance ol my responstbilities to the CDC.
I agree turther that I will not disclose, publish, divulge, release, or make known in any manner or to any extent, to
any individual other than an authorized Government employee, any non-public information that I may obtain in
connection with the performance of my responsibilities to the CDC.

I1. Pracurement-Sensitive Information

I further agree that unless | have prior written permission from the CDC, | will not disclose, publish, divulge,
release, or inake known in any manner or to any extent, to any individual other than an authorized Government
emplayee, any procurement-sensitive inforination gained in connection with the performance of my responstbilities
to the CDC. 1 specifically agree not to disclose any non-public, procurement-sensitive information to employees of
Iny company or any other organization unless so authorized in writing by the CDC. For purposes of this agreement,
procurement-sensitive information includes, but is not limited to. atl information in Staterments of Work {SOW),
Procurement Requests (PR}, and Requests for Propoasal {RFP); Responses to RFPs, including proposals, questions
from potential offerors; non-public information regarding procurements: all docunients, conversations, discussions,
data, correspondence, electronic mail {e-mail), presentations, or any other written or verbal communications relating
to, concerning, or affecting proposed or pending solicitations or awards; procurement data; contract information
plans; strategies; source selection information and docuinentation; offerors” identities: technical and cost data; the
identity of governinent personnel involved in the acquisition; the schedule of key technical and procurement events
in the award determination process: and any other information that may provide an untair competitive advantage to a
contractor or potential contractor if improperly disclosed to them. or #ny of their emnployees.

I understand and agree that myy access to any procurement-sensitive information may create a conflict of interest
which will preclude nie, my current employer, or a future einployer froin becoming a competitor for any resulting
government acquisition derived from this information. Therelore, il I partictpale in any discussions relating to
procuremenl-sensitive information, assist in developing any procnrement-sensitive information, or otherwise oblain
any procurement-scnsiive information while performing niy duties at the CDC, T understand and agree that [ my
current employer., and any [uture employer(s) may be excluded from competing [or any resulting acquisitions.

I1l. Special Non-Disclosure Agreement for Contractors with Access to CDC Granis Manageinent and
Procurement-Related Information Technology Systems

In addition to complying with the non-disclosure requirements and safeguards stated above, I understand that my
authorization to use CDC’s prants management and procurement systems is strictly limited to the access and
functions necessary for the performance of my responsibilities to the CDC and which have been approved in
advance by the CDC. | understand that [ am not authorized to enter procurernent requests for any requirements
pertaining to contracts or subconiracts held by me or my employer.

IY. Identilication as a Non-Government Employee

I understand that as an employee of a gopvernment contractor, | represent an independent organization and | am not
an agent of the Government. Therefore, [ agree that unless T have prior written authorization from the CDC. T will. at
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the beginning of interactions with CDC employees, employees of olher governmental entities, members of the
public {when such communication or interaction relates to the contractor’s work with the CDC), identify myself as
an employee of a contractor. | further agree to use the following identification procedures in connection with my
work at the CDC:

A T will include the following disclosures in all written communications, including outgoing electronic mail (e-
mail) messages:

Enmployee's name

Name of contractor

Center or office affiliation

Centers for Disease Control and Prevention

B. I will identify myself as an employee of a contractor at the beginning of lelephone conversations or conference
calls;

C. I will not wear any CDC logo on clothing, except for a CDC issued security badge while carrying out work for
CDC or on CDC premises: the only other exception is when a CDC management official has granted permission to
use the CDC logo.

D. I will program my CDC voice maii message to identify myself as a contractors’ employee.

I understand that federal laws including, 18 U.8.C. 641 and 18 U.8.C. 2071, provide ¢riminal penalties for, among
other things, unlawfully removing, destroying or converting to personal use, or use of another, any public records. |

acknowledge that I have read and fully understand this agreement.

Name of contractor:

Name of Employee:

Signature of Employee:

Date:

Capies retained by: Contracting Officer, contractor, and Contractor Employee
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CLAUSES IN ADIITION TO THE CLAUSES LISTED IN THE GENERAL SERVICES ADMINISTRATION
SCHEDULE FOR ALLIANT 2 CONTRACT NUMBER 47QTCKISD0003 FOR GENERAL DYNAMICS
INFORMATION TECHNOLOGY, INC.

CDC CLAUSE TITLE AND DESCRIPTION

52,204-15 Service Contract Reparting Requirements

52,204-25 Prohibition on Contracting fer Certain Telecommunications and Video Surveillance Services or
Equipment (Aug 2016)

52.232-40 Providing Accelerated Pavinent to Small Business Subcontractors

52.244-6 Subcontracts for Commercial Iterms (Aug 2015)

HHSAR CLAUSE | TITLE AND DESCRIPTION

352.203-70 Anti-Lobbying (December 18, 2015]

352.224-71 Confidential Information (December 18, 2015)

HHSAR 352.224-70 Privacy Act {December 18, 2015)

This contract requires the Contractor to perform one or more of the following: (a) design; {b) develop; or (¢) operate
a Federal agency system of records 1o accomplish an agency funciion in accordance with the Privacy Act of 1974
(Act) (5 U.S.C. 552a(m)(1)) and applicable agency regulations.

The term system of records means a group of any records under the control of any agency from which information
is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular
assigned to the individual. Violations of the Act by the Contractor and/or its employees may result in the imposition
of criminal penalties (5 U.8.C. 552a(i)).

The Contractor shall ensure that each of its employees knows the prescribed rules of conduct in 45 CFR part 5b and
that each employee is aware that he/she is subject 1o criminal penalties for violation of the Act (o the sume extent as
Department of Health and Human Services employees. These provisions also apply to all subcontracts the
Contractor awards under this contract which require the design, development ot operation of the designated
system(s) of records (5 U.S.C. 552a(m){1)}. The contract work statement:

(a) Identifies the system(s) of records and the design, development. or operation work the Contractor is to perform;
and

(b) Specifies the disposition to be made of such records upon completion of contract performance.

(End of clause)

HHSAR 352.233-71 Litigation and Claims (December 18, 2015)

(a) The Contractor shall provide written notification immediately to the Contracting Officer of any action, including
any proceeding before an administrative agency, filed against the Contractor arising out of the performance of lhis
contract, including, but not limited to the performance of any subcontract hereunder; and any claim against the
Contractor the cost and expense of which is allowable under the clause entitled *Allowable Cost and Payment.”

(b} Excepl as otherwise directed by the Contracting Officer, the Contractor shall furnish immediately to the
Contracting Officer copies of all pertinent documents received by the Contractor with respect to such action or
claim. To the extent not in conflict with any applicable policy of insurance, the Contractor may, with the Contracting
Officer’s approval, seitle any such action or claim. If required by the Contracting Officer, the Contractor shall effect
an assignment and subrogation in favor of the Government of all the Contractor’s rights and claims (except those
against the Government) arising out of any such action or claim against the Contractor; and authorize representatives
of the Government to setile or defend any such action or claim and to represent the Contractor in, or to take charge
of, any action.

(c) If the Government undertakes a settlement or defense of an action or ¢laim, the Contractor shall furnish all
reasonable assistance in effecting a settlement or asserting a defense. Where an action against the Contractor is not
covered by a policy of insurance, the Contractor shall, with the approval of the Contracting Officer, proceed with the
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defense of the action in good faith. The Government shall not be liable for the expense of defending any action or
for any costs resulting from the loss thereof 1o the extent that the Contractor would have been compensated by
insurance which was required by other terms or conditions of this contract, by law or regulation, or by written
direction of the Contracting Officer, but which the Contractor tailed to secure through its ewn fault or negligence. In
any event, unless otherwise expressly provided in this contract, the Goverminent shall not reimburse or indeinnify
the Contractor for any liability loss, cost, or expense. which the Contractor inay incur or be subject to by reason of
any loss, injury or damage. to the person or to real or personal property of any third parties as may accrue during, or
arise froin, the performance of this contract.

(End of clause)
HHSAR 352.231-70 Salary Rate Limitation (December 18, 2015}

(a) The Contractor shall not use contract funds to pay the direct salary of an individual at a rate in excess of the
Federal Executive Schedule Level 11 in effect on the date the funding was obligated.

(b} For purposes of the salary rate limitation, the terms *direct salary,” “salary,” and “institutional base salary,” have
the same meaning and are collectively referred to as “direct salary,” in this clause. An individual's direct salary 1s the
annual compensation that the Contractor pays for an individual's direct effort (costs) under the contract. Direct
salary excludes any income that an individual may be perrnitted to earn outside of duties to the Contractor. Direct
salary also excludes fringe benefits, overhead, and general and administrative expenses (also referred to as indirect
costs or facilities and administrative costs). The salary rate limitation does not restrict the salary that an organization
may pay an individual working under a Department of Health and Human Services contract or order: it merely limits
the portion of that salary that may be paid with contract funds.

(¢) The salary rate limitalion also applies 1o individuals under subcontracts.

{d} Il this is a multiple-year contract or order, il may be subject 1o unilaleral modification by the Contracting Ollicer
to ensure that an individual is not paid al a rate that exceeds the salary rate limitation provision established in the
HHS appropriations act used to fund this contract.

{(e) See the salaries and wages pay Lables on the Office of Personnel Management website lor Federal Exceulive
Schedule salary levels.

(End of clause)
HHSAR 352.239-74 Electronic and Information Technology Accessibility {December 18, 2015)

(a) Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.5.C. 794d}, as amended by the Workforce
Investment Act of 1998, all electronic and information technology (EIT) supplies and services developed. acquired,
or maintained under this contract or order must comply with the “Architectural and Transportation Barriers
Compliance Board Eleclronic and Information Technotogy (EIT) Accessibility Standards™ set forth by the

Architertuiral and Tranennrtatinn Rarriare Mamnliance Rasrd falen rafarrad ta ace the “Acceez Roard™ in 36 CFR ngrt

B
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Work or Specilication or Performance Work Statement. The contractor must provide any necessary updates to the
submitted HHS Product A =~~~ Tanplate(s} at the end of each contract or order exceeding the simplified
acguisition threshold (ses when the contract or order duration is one year or less. It it is determined by
the Government that EIT suppnica anu services provided by the Contractor do not conform to the described
accessibility standards in the contract, reinediation of the supplies or services to the level of conformance specified
in the contract will be the responsibility of the Contractor at its own expense.

() The Section 508 accessibilily standards applicable to this contract are
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(dy In the event of a modification{s) to this contract or order, which adds new EIT supplies or services or revises the
type of. or specifications for, supplies or services, the Contracting Ofticer may require that the contractor submit a
completed HHS Section 508 Prodect Assessmenl Template and any other additional information necessary 1o assist
the Government in determining that the EIT supplies or services conforn Lo Section 508 accessibility standards.
Instructions [or documenting accessibility via the HEHE Qontinn 807 Dokt & yyessment Template may be found
under Section 508 policy on the HHS website: If it is detenmined by the Government
that EIT SllppliCS and services pI‘U\"idCd by the Conuaciun wu o vonsunn v wie described ﬂCCCSSibilily standards in
the contract. remediation of the supplies or services to the level ol confonmance specified in the contract will be the
responsibility of the Contractor at its own expense.

(e) If this is an Indefinite Delivery contract. a Blanket Purchase Agreement or a Basic Ordering Apreement, the
task/delivery order requests that inclnde EIT supplies or services will define the specifications and accessibility
standards for the order. In those cases. the Contractor may be required to provide a completed HHS Section 508
Product Assessment Template and any othes additional information necessary to assist the Government in
determining that the EIT supplies or services conform to Section 508 accessibility standards. Instructions for
dacnmentine arcessibilitv via the HHS Section 508 Product Assessment Teinplate may be found at

If it is determined by the Government that EIT supplies and services provided by the
v ww s v we e described accessibility standards in the provided documentation, remediation of
the supplies or services to the level of conformance specified in the contract will be the responsibility of the
C{mtract(}r at its own CADENnse.

(End of clause)
CDCO_G008 Contracting Officer’s Representative (COR) (Jul 2017)

Performance of the work hereunder shall he subject to the technical directions of the designated COR for this
contract.

As used herein, technical directions are directions to the Contractor which fill in details, suggests possible lines of
inquiry, or otherwise completes the generat scope of work set forth herein. These technical directions must be within
the general scope of work, and may not alter the scope of work or cause changes of such 4 nature as to justify an
adjustment in the stated contract price/cost, or any stated Iimitation thereof.

In the cvent that the Conlractor believes [ull implementation of any of these directions may exceed the scope of the
contract, be or she shall notily the originator of the technical direction and the Coniracting Officer, immediately or
as soon as possible, in a letter or ¢-mail separate of any required report(s). No technical direction, nor its fullillment,

shall alter or abrogate the rights and obligations fixed in this contract.

The Government COR is not authorized to change any of the termis and conditions of this contract. Contract changes
shall be made only by the Contracting Officer by properly written moditication{s) to the contract.

The Government will provide the Contractor with a copy of the COR delegation memorandum upon request.

(End of Clause)
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CDCP_G09 Contracting Offtcer (Jul 1999)

(a) The Contracting Officer is the only individual who can legally comimit the Government to the expenditure of
public funds. No person other than the Contracting Officer can make any changes to the terms, conditions, general
provisions, or ather stipulations of this contract.

(by No information. other than that which inay be contained in an authorized modification to this contract, duly
issued by the Contracting Ofticer, which may be received from any person employed by the United States
Government, or otherwise. shall be considered grounds for deviation from any stipulation of this contract.

(End of Clause)
CDCA_GO011 Voucher/Invoice Submission — Cost Centracts (March 2021)

(a) Contractor voucher requests for reimbursement shail conform to the form, format, and content requirements of
the Billing Instructions for Negotiated Cost Type Contracts, made a part of the contract in Section J, as may
be supplemented by specific instructions of the Conracting Officer.

(b} The Contractor shall submit the original contract invoice/voucher in one of the following ways:
1) mail, 2) facsimile, 3} email:

Mailing Address:

The Centers for Disease Control and Prevention
Office of Financial Resources {OFR)

P.O. Box 15580

Atlanta, GA 30333

Fax: 404-638-5324

Email:

NOTE: Submit only one Invoice in PDF format per attachment.

(c) Subject Line must contain the word “Invoice™ Example: Subject: Invoice SAM12345 for Contract
TSDA( ]2 ]Skt dok sk

(dy The content/details ol the email must include the below information provided in the body of the email:
¢ (Contract or PO Number:
¢ [nvoice Number:
¢  Amount;
L ]

Vendor Name:
Only one invoice can be sent 1o the maiibox with the above relevant details in the body (multiple invoices need
1o be sent in multiple emails)

(e) The contractor shall submil 2 copies of the invoice/voucher or progress payment infommation to the cognizant
contracting office previously identified in this contract. These invoices/voucher copies shall be addressed to the
attention of the Contracting Officer.

(1Y Do not send Links, Zip Files, or DAT files eontaining PDF Invoices

The Contractor is [X. is not [] required to provide a copy of each voucher request for reimbursement to the
Contracting Officer’s Representative (COR) .

(g) In accordance with 5 CFR part 1315 (Prompt Payment}, CDC's Office of Financial Resources is the designated
billing office for the purpose of determining the payment due date under FAR 32.904.
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(hy The Contractor shall include (as a minimum) the following information on each invoice:
(1) Contractor’s Name & Address
(2) Contractor’s Tux Identification Number (TIN)
(3) Purchase Order/Contract Number and Task Order Number. if Appropriate
{(4) Invoice Number
(5) Invoice Date
(6) Contract Line Item Nuniber and Description of Item
(7) Quantity
(8) Unit Price & Extended Amount for each line item
(9) Shipping and Payment Terms
(10 Total Amount of Invoice
{11) Name, title and telephone number of person to be notified in the event of a defective invoice

(12) Payment Address, it different from the information above

(12) DUNS +4 Number
(14) Electronic funds transfer (EFT) banking information

(g} The Contractor shall, in addition to the ahove requirements. submit a detailed breakout of costs as supporting
backup and shall place the following signed Contractor Certification on each invoice/voucher submitted under this
contract:

I certify that this voucher reflects {fill in Contractor’s name) request for reimbursement of allowahle and allocable
costs incurred iu specific performance of work authorized nuder Contract (fill in contract number)/Task (fill-in task
order number, it applicable), and that these costs are true and accurate to the best of my knowledge and beliet.

{Original Signature of Authorized OfTicial)
Typed Name and Title of Signatory

CDCO_G018 Payment by Electronic Funds Trausfer (Feb 2018)

(a) The Government shall use electronic funds transfer to the maximum extent possible when making payments
under this contract. FAR 52.232-33, Payment by Electronic Funds Transfer —System for Award Management, in
Section I, requires the contractor to desipnate in writing a financial institution for receipt of electronic funds transfer
payments.

(b} In the case that EFT information is aot within the System of Award Management, FAR 52.232-34 requires
mandatory submission of Contractor’s EFT information directly to the office designated in this contract to receive
that information (hereafter: “designated office™); see below. The contractor shall submit the EFT information within
the form titled *ACH Vendor/Miscetlaneous Payment Enrollment Form™ to the address indicated below. Note: The
torm is either attached to this contract (see Section J, List of Attachments) or may be obtained by contacting the
Contracting Officer or the CDC Office of Financial Resources at 678-475-4510),
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(c) In cases where the contractor has previously provided such information, i.e., pursuant to a prior contract/order.
and been enrolled in the program, the form is not required unless the designated financial institution has changed.

(d) The completed form shail be mailed after award, but no later than 14 calendar days before an invoice is
submitted, to the following address:

The Centers for Disease Control and Prevention

Otftice of Financial Resources {OFR)

P.O. Box 15580

Atlanta, GA 30333

Or Fax copy lo: 404-638-5342

(End of Clause)

CDCA_H037 Observance of Legal Helidays and Administrative Leave {Government Facilities Performance}
(Feb 2011)

{a) Holidays

Government personnel observe the tollowing listed days as holidays:
Washington's Birthday
Memorial Day
Independence Day
Labor Day

Veterans' Day
Thanksgiving Day
Christmas Day

New Year's Day
Columbus Day

Martin Luther King Day

Any other day designated by Federal Statute
Any other day designated by Executive Order
Any other day designated by Presidential proclamation

For purposes of contract performance, the Contractor shall observe the above holidays on the date observed by the
Government. Observance of such days shall not be cause for an additional period of performance or entitlement 1o
compensation cxcepl as otherwise set lorth in the contract. No lorm of holiday or other premium compensation will
be reimbursed; however this does not preclude reimbursement for overtime work authorized in wriling by the
Contracting OlTiccr.

(b} Unscheduled Facility Closures

In the event Government facilities are closed due to inclement weather, potentially hazardous or unsafe conditions.
or other special circumstances, contractor personnel assigned to work within those facilities are automatically
dismissed. Notwithstanding the terms of this clause. the contractor shall comnply with any specific contract terms
that require a level of ongoing support for critical operations during times of facility closure. The contractor may
also continue to provide support under a scheduled telework arrangeinent in accordance with the terms of the
contract if the contract expressly authorizes telework in writing.

(¢) Cost [inpact

Accounting for costs associated with an unscheduled facility closure is unique to each contract and depends upon a
number of factors such as:

i} Contract type, e.g. Fixed Price, Time and Materials, or Cost Reimbursernent.
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ii) Contractor's established management and accounting practices for unproductive time.

iit) The inclusion and applicability of other contract clauses.

iv) The ability of the contractor to mitigate costs by reassigning employees to work on other contracts, to
work from a different facility, or to work remotely from home in accordance with contract telework
provisions.

{End of Clause)

CDC37.0001 Non-Personal Services (Jun 2020)

{(a) Personal services shall not be performed under this contract. Although the Government may provide sporadic
or occasional instructions within the scope of the contract, the Centractor is responsible for control and supervision
of its empioyees. It the Contractor (including its employees) believes any Government action or communication has
been given that would create a personal services relationship between the Government and any Contractor
employee, the Contractor shall promptly netify the Contracting Officer of this communication or action.

(b} The centractor shall comply with, and ensure their employees and subcontractors comply with, CDC Policy
titled "Contractor Identification and Safeguarding of Non-Public Information”. No Contractor employee shall hold
him or hersell out to be a Government employee. agent, or representative. No Conlractor employce shall stale orally
or in writing al any time that he or she is acting on behalf of the Government. In all communications with third
parties in conneclion with this contract, Contractor employees shall identily themselves as Contracior employees
and specify the name of the company for which they work. The contractor is limited to performing the serviecs
identified in the contract statement of work and shall not interpret any communication with anyonc as a permissible
change in contract scope or as authorization to perform work not described in the contract. All contract changes will
be incorporated by a modification signed by the Contracting Ofticer.

(¢) The Contractor shall ensure that all of its employees and subcontractor employees working on this contract are
informed of the terms and conditions herein. The Coniractor agrees that this is a non-persenal services contract; and
that for all the purposes of the contract, the Centractor is not, nor shail it hold itself out to be an agent or partner of,
or joint venture with, the Government. The Coniractor shall notify its employees that they shall neither supervise
nor accept supervision from Government employees. The substance of the terms herein shall be included in ail
subcontracts at any tier.

{d} The terms and conditions above do not limit the Government's rights under other terms of the contract, including
those related to the Government's right to inspect and accept or reject the services performed under this contract.

(End of Clause)
CDC42.0002 Evaluation of Contractor Performance Utilizing CPARS (Apr 2015)

In accordance with FAR 42.15, the Centers for Disease Control and Prevention {CDC) will review and evaluate
contract performance. FAR 42,1502 and 42.1503 requires agencies o prepare evaluations of contractor
performance and submit them to the Past Performance Information Retrieval System (PPIRS). The CDC utilizes the
Department of Defense (DOD) web-based Contractor Performance Assessment Reporting System (CPARS) to
prepare and report these contractor performance evaluations. All information contained in these assessments may be
used by the Government, within the limitations of FAR 42.15, for future source selections in accordance with FAR
15.3(04 where past performance is an evaluation factor.

The CPARS system requires a contraclor representative lo be assigned so that the contractor has appropriate input
into the performance evaluation process. The CPARS contractor representative will be given access to CPARS and
will be given the opportunity to concur or not-concur with performance evaluations before the evaluations are
complele. The CPARS contraclor representalive will also have the opportunity (o add comments 1o performance
evaluations.
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The assessment is not snhject to the Dispntes clause of the contract, nor is it suhiact ta anneal heyond the review and
cominent procedures described in the guides on the CPARS website. Refer to or details and
additional information related to CPARS, CPARS user access, how contract poinniuauce asacasMents are
conducted, and how Contractors participate. Access and training for all persons responsihle for the preparation and
review of performance assessments is also available at the CPARS wehsite.

The contractor must provide the CDC contracting office with the name, e-mail address, and phone number of their
designated CPARS representative who will be responsible for logging into CPARS and reviewing and commenting
on performance evaluations. The contractor must maintain a current representative to serve as the contractor
representative in CPARS. It is the contractor’s responsibility 1o notify the CDC coulracting olTice, in writing (letler
or email). when their CPARS representalive information needs (0 be changed or updated. Failure Lo maintain
currenl CPARS conlracior representative information will result in the loss of an opportunity o review and
comment on performance evaluations.

[End of Clause]

CDC0O_H022 Smoke Free Working Environment (May 2009}

In compliance with Depattment of Health and Human Services (DHHS) regulations, all contractor personnel
performing work within CDC/ATSDR facilities shall observe the CDC/ATSDR smoke-free working environment
policy at all times. This policy prohibits smoking in all CDC/ATSDR buildings and in front of buildings which are
open to the public. This policy i also applicable to contractor personnel who do not work full-time within

CDC/ATSDR facilities, but are attending ineetings within CDC/ATSDR facilities.

(End of Clause)
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SECTION 2

The purpose of this zero-dollar modification is to:

A. Update language in the Statemnet of Objectives below regarding prioritization ot call

B. The total task order value remains unchanged a

outreach and correct number of initiated new and backlog call: and

SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS

This 1s a Time and Materials type task order

ITEM

SUPPLILES / SERVICES

0001

VAERS V-Sale Call Cenler - Base Services
Period of Performance: July 1. 2021 through April 18, 2022
Time and Materials Type Order

Severable Services

0002

VAERS V-Safe Call Center - Backlog
Period of Performance: July 1. 2021 through April 18, 2022
Time and Materials Type Order

Severable Services

0003

VAERS V-Safe Call Center - Contract Access Fee (CAF)
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STATFMFNT NF NRIFCTIVES

EXPANSION OF ACTIVE SURVEILIANCE FOR ADVERSE EVENTS AMONG EARLY
RECIPIENTS OF COVID-19 VACCINES FOR THE CENTERS FOR DISEASE
CONTROL AND PREVENTION, NATIONAL CENTER FOR EMERGING AND

ZOONOTIC INFECTIOUS DISEASES

1. INTRODUCTION

The mission of the Cenlers for Disease Control and Prevention (CDC) is 1o save lives and protect people [rom
health threats and respond to these threats when they arise. CDC works 24/7 to protect America from health, safety
and security threats. both foreign and in the U.S. Whether diseases start at home or abroad. are chronic or acute,
curable or preventable, human error or deliberate attack, CDC fights disease and supports communities and
citizens o dothe same. CDC increases the health securily of our nation. As the nation’s health protection agency,
CDC saves lives and protects people from health threats. To accomplish our mission, CDC conducts critical
science and provides health information that protects our nation against expensive and dangerous health threats,
and responds when these arise.

The Immunization Safety Office (ISO) is vital in ensuring the CDC’s mission of vaccine safety by having sound
immunization policies affecting children and adults in the U.S. depend on continuous monitoring of the safety and
effectiveness of vaccines. CDC uses many strategies (o assess vaccine safety, to identify health problems possibly
related to vaccines, and to conduct studies that help determine whether a health problem is caused by a specific
vaccine. CDC also works with other federal governinent agencies and other stakeholders to determine the
appropriate pubtic health response to vaccine safety concerns and to communicate the benefits and risks of
vaccines, The Immunization Safety Office (ISO) monitors vaccine safety, identifies possible vaccine side eftects,
and conducts studies to determine whether health problems are caused by a specific vaccine. The Iminunization
Satety Office regularly reports on vaccine safety monitoring findings and any concerns to CDC’s Advisory
Cemmittee on bminunization Practices (ACIP). This advisory group develops the recommended vaccine schedule
tor children and adults in the U.§. ACIP considers the safety and effectiveness ot vaccines before inaking
recommendations to the vaccine schedule or changing recommendations for vaccine use,

These missions directly address the current coronavirus disease 19 (COVID-19) pandemic. In December 2019, the
Severe Acute Respiratory Syndrome coronavirus 2 (SARS-CoV-2) emerged in Wubhan, China. This novel
coronavirus was identified as the cause of COVID-19. SARS-CoV-2 has since spread worldwide rapidly: as of this
writing, almost 103 million cases of COVID-19 and over 2.2 million deaths from COVID-19 have been reported
across the earth (hitps://coronavirus.jhu.eduf). In the 13 months since SARS-CoV-2 was identified in the United
States, over 26.1 million cases and over 441,000 deaths from COVID-19 alone have been reported. COVID-19
represents the mast dire pandemic hunianity has faced since the 1918 -1919 influenza pandemic.

Through unprecedented coordination and effort, two COVID-19 vaccines from Ptizer-BioNTech and Moderna are
currently in use under FDA Emergency Use Authorization {EUA), with another manufacturer {Jannsen) anticipated
to apply for EUA imminently. It is anticipated that up to 3 additional vaccines may be available over the next 6
inonths in the United States, Tn addition, all approved vaccines may have expanded recommendations {i.e. children
and teens) As vaccinations increase, public scrutiny and concerns about the safety of these vaccines has accelerated
bevond any projections or anticipation. Post- approval/licensure vaccine safety monitoring to detect potential safety
concerns with COVID-19 vaccines remain paramount and addressing these concerns in a tilnely manner is key to
reassure the general public of the safety of these vaccines,

V-safe, a voluntary smartphone-based health check-in program established to conduct outreach for VAERS for
participants who report medically attenced syinptoms or health conditions. V-safe enrollees receive daily health
check-ins for the 7 days following vaccinations, weekly for 6 weeks. and then at 3, 6, and 12 months. The health



check-in restarts once a second dose is administered. Health check-ins inquire about symptotns or health conditions,
with additional questions about specific local injection site and systemic reactions in the first week after each dose
of vaccine. Enrollees are asked whether they missed work, were unable to do normal daily activities, and/or receipt
of care from a medical professional due to reported symptoms or heath conditions. Enrollees who report a medically
attended symptom or health conditions are contacted by phone trom the Y AERS call center and a VAERS report is
completed, if appropriate. Non-males are asked to report pregnancy at the time of vaccination upon initial health
check-in or a positive pregnancy test after vaccination at the 3 and 6 week health check-in.

The participation in v-safe has been robust, exceeding expectations. In the first 45 days, V-safe has enrolled over
2.5 million participants. Because of this overwhelming participation, the need to increase capacity at the v-safe cail
center is critical. The purpose of this contract is to increase capacity in order to conduct telephone outreach to v-safe
participants who report a medically attended symptom or health condition during v-safte check-ins.

2, SCOPE

The Statement of Statement of Objectives (S00) describes the scope of work. objectives. tasks and resources
needed to successfully [ulfill the CDC’s active surveitlance for adverse events amnng early recipients of COVID-19
vaceines related responsibilities to advance the organization’s mission. Through v-safe, CDC will identily
participants Lhat require telephone outreach. The contractor shall provide call center services to conduct telephone-
bascd outreach to v-sale participants in order to [acililate reporting of adverse events 1o the Yaccine Adverse Event
Reposting System (VAERS). The contractor shall provide adequate stalling levels in order to meet the task
requirements.

3. TASK OBJECTIVES STATEMENT
The overarching objectives of the support described in the SOQ are o:

1. Provide additional contractor stafT as part of the v-safe call center to conduct telephone-based outreach o
v-safe participants who report a medically atlended symptom or health condition.

it. Using developed scripts, determine if a Y AERS report should be completed. If deemed
appropriate, complete a VAERS reports by telephone with the v-safe participant.

4. TASK REQUIREMENTS

The Contractor shall complete the following task regnirements:
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a medically attended symptom or health condition. including those who are pregnant.

iv.  Contact participants using a “US GOVERNMENT™ number (if possible}.

. Read a script introducing the purpose for the call, coofirming the participant reported a medically attended
symptom or health condition in v-safe.

vi. Determine if the participant already submiited a VAERS report and whether they wish to add
additional information. If not completed or more information is required, the contractor shall
offer to take a VAERS report over the phone and follow established processes for submitting and
editing the YAERS report into the VAERS system. If participants prefer not to complete a
VAERS report over lhe phone, the contractor will record the reason (i.e., needs to schednle
another time, wishes to self-report later, refuses to report to YAERS). If the participant wishes to
self-report later, the contractor will provide instructions to the v-safe participant,



vii.  Be responsible for following established procedures for tetephone outreach as noted below in the
breakdown of task requirentents.

viii.  Provide reporting as described in the breakdown ot task requirements,

ix. Provide meeting materials and notes, tacilitation, and administrative support to conduct meetings on
an ad hoc basis. The meetings can be held virtually as an alternative to in-person meetings, with
method for virtual meeting shall be approved by the Contracting Olfficer.

BREAKDOWN OF THE TASK REQUIREMENTS

1.

conduct initial contact with participant within 3-5 businessday:

1 psaiapuns w088 00t answer the call and voicernail is available, the contractor will
leave a inessage including call-back inforination for the call center and available hours.
If participant does not answer the call and voicernail is not available, the contractor
will make at least one nore attempt within 5 business days of the original atternpt.

if additional health iinpacts are received before contact is made with the participant,
the contractor can assess multiple health impacts in a single call and determine whether
to complete one or more VAERS reports. (An example requiring two reports would be
il the [irst health impact occwrred afler a first dose and the second health impact was
reported after a second dose.)

2. Send data elements captured during follow-up with v-safe participants to CDC on a weekly basis in
csv format via secure file transfer (i.e. Epi-X}. The cumnlative dataset will only include information
on patticipants where the outreach has been completed and the call center final outcome is successtul
or unsuccesstul (unable to reach participant). Additional elementis can be added an request by CDC.
Data elements include:
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participant v-safe id

health impact survey id

original vaccine name

vaccine validation

npdated vaccine name (if original vaccine name is incorrect)

dose number

days since vaccination

health impact reported date

cail center final outcome (successtul, unsuccessful)

successful completion date

day 1 contact date

day 1 contact outcorne (i.e. successful. requested call back, left voicemail. could notreach
participant)

day 2 contact date

day 2 contact outcome {i.e. successful, request call back, teft voicemail. could not reach
participant)

day X contact date

day X contact outcome (Le. successful, request call back, left voicemail, could not reach
participant)

preferred call back date

preferred call back time

current VAERS report outcome (multi-seleet: compleled over the phone, participant prelers
to complete VAERS report online, does not with (o fiil out VAERS report. not applicable
(do not need 10 complete a VAERS report due to accidental reporting or other reason),
reporied o VAERS voluntarily prior to contraclor contact, reported to VAERS during
previous contact fronm: contractor, other)

current VAERS report outcome other specified

current VAERS report number {if completed by call center)

previous VAERS report number

participant does not wish to be contacted again by call center (yes, null)

new pregnancy identified during call {yes, null)

possible issues with report {yes, null)

cominents



3. Provide = swwmelly progress report via email to CDC {pdf format) that documents current

wee

nd cumulative numbers. Content and format of report may be moditied

atregues: v vl but the report sheuld describe the following at a minimum:

a.  Number of heaith impact events sent to call center for follow-up
b.  Call center final outcome status (successful. pending, unsuccessful) of health impact events

sent to call center for fallow-up

c.  VAERS report outcome of health impact events sent to call center for follow-up:

1.
2.
3.
4.
5.
6.
reparting or other reasons)
7. (Other

Participant completed VAERS report over the phone with contractor
Pacticipant prefers to complete VAERS report online

Participant does not wish to fill out VAERS report

Participant reported to YAERS voluntarily prior to contractor contact
Participant reports to VAERS during previous contact [rom contracilor
Not applicable (do not need to complete a VAERS report due to accidental

4. Notify CDC on any barriers or challenges to meeting the requirements on a weekly basis;
including increased voluime of v-safe participants the call center is required to call daily.

5, ldentify VAERS reports submitted as a result of the contractor's active outreach by using
Box 26 of the VAERS report form. Enter the term “vsafe™ to identify these reports when
completed during a phone interaction with participant

5. DELIVERABLES

The Contractor shall provide the tollowing deliverable(s) on the due date(s) specitied in the chart below:

Deliverable(s) Frequency Format/No. of Submit to
Copies
Conduct initial contact with the recipient — Documentation of Within three Contracting
initial contact to five Officer’s
business days Representative
Document and track all follow-up contact with participants Continuous Electronic format Contracting
Officer’s
Representative
Duataset transmission Weekly (every 7 LEpi-X Bata Manager
days)
Progress report Weekly {cvery 7 Electronic mail Contracting
days) Officer’s
Representative
Email and/or meetings Weekly {every 7 Electronic mail Contracting
days) for 1* month, Officer’s
as neaded afterward Representative

{dentification of YAERS reports using Box 26 of the VAERS
report form

Continuous

Contracting
Officer’s
Representative

** Al deliverables listed above shall be submitied in an electronic format {MS Word, MS Excel, Adobe

Acrobat, SAS. or in a PC/IBM compatible format}.




. TYPE OF ORDER
This is a Time and Materials Type Task Order.
7. PERIOD OF PERFORMANCE
The peried of performance for this requirement is April 19, 2021 through April 18, 2G22.
8. PLACE OF PERFORMANCE
The place of performance is the Contractor’s facility.
9. RECOGNIZED HOLIDAYS — See CDCA_H037 Observance of Legal Holidays and

Administrative Leave on page 25.

10. GOVERNMENT FURNISHED INFORMATION

The Government will provide the script to be read on all telephone calis with identitied numbers of
individuals.



